
Data Protection Policy
--------------------------------------------------------------------------------------------------

1. About This Policy
1.1 During the course of our activities we, HD Counselling, will process personal data (which may be held on paper, electronically, or otherwise) about our current, past, or prospective clients and we recognise the need to treat it in an appropriate and lawful manner, in accordance with the EU General Data Protection Regulations (GDPR) (from 25th May 2018). The purpose of this policy and its appendices is to outline how HD Counselling will handle personal data.
1.2 The Data Controller is Hannah Dyson.

1.3 The named Data Protection Officer is the Hannah Dyson and they are responsible for the implementation of this policy.
2. Data Protection Principles

2.1 HD Counselling will comply with the eight data protection principles in the GDPR, which say that personal data must be:
(a) Processed fairly and lawfully

(b) Processed for limited purposes and in an appropriate way

(c) Adequate, relevant and not excessive for the purpose

(d) Accurate

(e) Not kept longer than necessary for the purpose

(f) Processed in line with individuals' rights

(g) Secure

(h) Not transferred to people or organisations situated in countries without adequate protection
2.2 Essentially “personal data" means recorded information we hold about a member of staff or client (current, past or prospective) from which they can be identified. This information could include contact details, other personal information, photographs, opinions, supervision records, or case management records. "Processing" means doing anything with the data, such as accessing, disclosing, destroying or using the data in any way.
3. Fair and Lawful Processing

3.1 HD Counselling will usually only process personal data where consent has been given or where the processing is necessary to comply with legal obligations. In other cases, processing may be necessary for the protection of an individual’s vital interests, for HD Counselling’s legitimate interests or the legitimate interests of others. The full list of conditions is set out in the GDPR.
3.2 HD Counselling will only process "sensitive personal data" about ethnic origin, political opinions, religious or similar beliefs, trade union membership, health, sex life, criminal proceedings or convictions, where a further condition is also met. Usually this will mean that an individual has given their explicit consent, or that the processing is legally required for employment purposes. The full list of conditions is set out in the GDPR. 
4. How HD Counselling is Likely to Use Personal Data

4.1 HD Counselling will process data about clients for legal, personnel, administrative and case management purposes and to enable us to meet our legal and contractual obligations as a service provider, for example, audit purposes.
4.2 HD Counselling may process sensitive personal data relating to clients including, as appropriate:
(a) Information about a client’s physical or mental health or condition, or other such information required to ensure the service is targeted to best meet their needs; or,
(b) The client’s racial or ethnic origin or religious or similar information in order to monitor compliance with equal opportunities legislation; or,
(c) In order to comply with legal requirements and obligations to third parties.
4.3 HD Counselling will ensure that all clients accessing its services read and sign a Privacy notice
 to ensure that they understand that their personal and sensitive data will be stored.
4.4 HD Counselling will ensure that all clients, who request more detail regarding their rights, receive a factsheet
 detailing how their data will be stored, for how long, how it will be destroyed and how they can access their data.
5. Processing for Limited Purposes

HD Counselling will only process personal data for the specific purpose or purposes notified to an individual or for any other purposes specifically permitted by the GDPR. 
6. Adequate, Relevant and Non-Excessive Processing

Personal data will only be processed to the extent that it is necessary for specific purposes.
7. Accurate Data

HD Counselling will keep the personal data we store about a person accurate and up to date. Data that is inaccurate or out of date will be destroyed. Individuals must notify HD Counselling if their personal details change or if they become aware of any inaccuracies in the personal data HD Counselling holds about them.

8. Data Retention

HD Counselling will not keep personal data for longer than is necessary for the purpose. This means that data will be destroyed or erased from HD Counselling’s systems when it is no longer required. 

9. Processing in Line With Individuals’ Rights

Individuals have the right to:
(a) Request access to any personal data HD Counselling holds about them.

(b) Prevent the processing of their data for direct-marketing purposes.

(c) Ask to have inaccurate data held about them amended.

(d) Prevent processing that is likely to cause unwarranted substantial damage or distress to them or anyone else.

(e) Object to any decision that significantly affects them being taken, solely by a computer or other automated process.
10. Data Security

10.1 HD Counselling will ensure that appropriate measures are taken against unlawful or unauthorised processing of personal data, and against the accidental loss of, or damage to, personal data. 

10.2 HD Counselling has in place procedures and technologies to maintain the security of all personal data from the point of collection to the point of destruction. HD Counselling will only transfer personal data to a third party if they agree to comply with those procedures and policies, or if they put in place adequate measures them self.

10.3 Maintaining data security means guaranteeing the confidentiality, integrity and availability (for authorised purposes) of the personal data.

11. Providing Information to Third Parties

HD Counselling will not disclose your personal data to a third party without an individual’s consent unless they are satisfied that they are legally entitled to the data. Where HD Counselling does disclose personal data to a third party, HD Counselling will have regard to the eight data protection principles.
12. Subject Access Requests

12.1 An individual has the right to request access to personal/sensitive personal data which HD Counselling holds about them.  This request is called a Subject Access Request.  There are several ways by which an individual can submit a Subject Access Request.  They are:-
(a) Email the request

(b) Complete a Subject Access Request Form

(c) Send a letter to HD Counselling
12.2 Letters and Subject Access Request Forms should be addressed to:-

Data Controller

HD Counselling
192 Kingfisher Drive

Reading

RG5 3LQ
12.3 Emails should be sent to:
hannah@hdcounselling.co.uk 
12.4 When submitting a request, an individual must include the following:-
(a) Their full name

(b) Their current address

(c) A detailed explanation of the information being requested, including dates, the names of any services or employees with which contact was made, as it will help to locate the required information
12.5 Before dealing with a Subject Access Request, HD Counselling might ask for:-
(a) Further information to assist the location of information

(b) Proof of identity

(c) £10 administration fee

12.6 If HD Counselling requires any of these, the Data Protection Officer will make contact with the individual promptly.  HD Counselling has 1 month to respond to a written request.  The 1 month will begin once HD Counselling receives the request, and any of the items, listed in 12.5, above.
13. Breaches of This Policy

If an individual considers that this policy has not been followed in respect of personal data about them self or others, they should raise the matter with the Data Protection Officer. Any breach of this policy will be taken seriously and may result in disciplinary action.
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